
The Malicious Exploitation of

Information Systems:
Preventing the Rise of the Insider Threat
6th - 7th November 2008

University College London

The deliberate and malicious exploitation of company information systems can have a significant impact on a company’s profit and
reputation. Join experts from around the world in developing new insights on what remains one of the industry’s greatest concerns.
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Welcome

Overview of a Multidisciplinary
Exploration of Insider Threats

An Empirical Approach to
Identify Information Misuse by
Insiders

Tea & Coffee break

Insider Threat: Defining
Behavioural & Organisational
Vulnerabilities

Risk Managing Insider Threats

My Experiences of Committing
Fraud

Lunch

Risk Mitigation Models: Lessons
Learned from Actual Insider
Attacks

Is there a Business Case for
Employee Monitoring?

Managing Risk by Monitoring
Employees

Tea & Coffee break

Issues in the Technologies of
Digital Investigation

Closing panel

Angela Sasse (University
College London), Nigel Jones (

Shari Lawrence Pfleeger (The
RAND Corporation)

Greg Stephens & Deanna Caputo
(MITRE)

Speaker from CPNI

Laurence Mulley (SOCA)

Convicted fraudster, interviewed by
Martin Gill (Perpetuity Research and
Consultancy International)

Dawn Cappelli (CERT)

Robert Coles (Merrill Lynch)

Kate Legg (Higgs & Sons)

Peter Sommer (London School of
Economics & Open University)

DAY 2 - Masterclasses

MORNING SESSION

1. Modelling Organisations to Identify
Points of Weakness which Insiders
Exploit

2. Pro-active Detection of Malicious
Insiders Through Information-Use
Patterns

AFTERNOON SESSION

3. Designing Out Crime

4. Effective Communication &
Persuasion for Behaviour Change

Clive Blackwell (Royal Holloway)

Greg Stephens & Deanna Caputo
(MITRE)

Paul Ekblom (Design Against Crime
Research Centre, Central Saint
Martins College of Art & Design)

Peter Trim (Birkbeck College) &
Angela Sasse (University College
London)
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Systematically examine the Insider
Threat

A practical three-layer security
architecture

Illustrate the practicality and
effectiveness of model

Insiders who misuse their privileges
to steal sensitive information can be
identified by examining their patterns
of information

Leveraging context about the user
and the information with which they
interact helps differentiate legitimate
from benign patterns

We have developed and successfully
tested these concepts, building a
system called ELICIT (Exploit Latent
Information To Counter Insider
Threats)

Clear definition of what we mean by
dishonesty

Process for identifying and tackling
problems using participants' own
examples

Running the arms race: importance
of variety, adaptability etc.
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Fee: £350 +VAT

Fee for Academics £250 + VAT

SPONSORSHIP:

(£200 + VAT for attending one day only)

Sponsorship packages are available,
please call the Conference
Co-ordinator on +44(0) 116 222 5550 or
visit our website
www.perpetuityconferences.com for more
details.

:
(£150 + VAT for attending one day only)

Perpetuity Conferences

Cyber Security KTN

UCL Centre for Security and Crime
Science

Institute for Infrastructure Protection

www.perpetuityconferences.com

Co-organisers:



For More Information
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Phone us on
+44 (0) 116 222 5550

Fax us on
+44 (0) 116 222 5551

Email us on
conferences@perpetuitygroup.com

Perpetuity Conferences, 148 Upper
New Walk, Leicester LE1 7QA

Visit our website

�

www.perpetuityconferences.com

Terms and Conditions

Bookings

Payment

Accommodation

Cancellations

Conference cancellation

Changes to advertised details

Disclaimer

Delegate Access and Dietary Requirements

Privacy Policy

All bookings must be confirmed by a signed and completed booking form. Once your form is
received we will send you an email confirmation. An invoice will be sent out to you shortly after. If you
have not received confirmation of your booking within 14 days of the conference please call the
Conference Co-ordinator on +44 (0) 116 222 5550 as we may not have received your booking. We
cannot be held responsible for non-arrival of information.

Payment can be made by cheque payable to Perpetuity Conferences Ltd, by Debit or Credit
Card or by BACS. The fee includes attendance at the conference, lunch and refreshments.

Overnight accommodation is not included in the registration fee.

All cancellations must be made in writing to Perpetuity Conferences Ltd, and made no
later than the 16 October 2008. Such cancellations are subject to an administration fee of £75 + VAT
per delegate, which will be deducted from any due refund or invoice, whichever is appropriate.
Perpetuity Conferences regrets that no cancellations are acceptable within 20 days of the conference
but a substitute delegate can be nominated. Perpetuity Conferences must receive details of the
substitute delegate in writing no later than 3 days prior to the event.

Perpetuity Conferences Ltd reserves the right to cancel an event at any
time, without liability, in which case all conference fees will be refunded in full. However Perpetuity
Conferences Ltd cannot be held liable for any other expenses incurred by delegates or their companies
due to the cancellation.

Perpetuity Conferences Ltd reserves the right to change the venue,
speakers and presentations at any time, with or without notice.

Perpetuity Conferences Ltd cannot accept responsibility for the views or opinions of the
speakers, the chairpersons, or the attendees of the conference.

Please inform our Conference Co-ordinator of any
dietary or access requirements at time of booking.

Perpetuity Conferences Ltd does not disclose buyers' information to third parties, and
all personal information (name, address, phone number, email address, credit card information) is
securely stored. The information that you provide will be held by Perpetuity Conferences Ltd in order to
process your booking. The information you provide may be used to keep you updated of Perpetuity
Group's latest products, services and events unless you notify us otherwise. If you would prefer not to
receive this information please email us at conferences@perpetuitygroup.com or tick the relevant box
on the booking form. This does not affect your statutory rights as a consumer.

NB Payment must be received prior to the conference date.
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CONFERENCE BOOKING FORM - The Malicious Exploitation of Information Systems

Please complete one booking form for each delegate and return them to Perpetuity Conferences Ltd, 148 Upper New Walk, Leicester,
Le1 7QA or fax it to +44 (0) 116 222 5551. Alternatively you can download a form from our website www.perpetuityconferences.com and
email it to conferences@perpetuitygroup.com.

Please register the following delegate (BLOCK CAPITALS)

Name__________________________________________________

Title (Mr/Mrs/Ms etc.)______________________________________

Position________________________________________________

Organisation____________________________________________

Address________________________________________________

___________________________Postcode____________________

Tel_________________________Fax________________________

Email__________________________________________________

I would like to attend (please�
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� �

)

DAY 1 DAY 2

MORNING Masterclass 1 or Masterclass 2

AFTERNOON Masterclass 3 or Masterclass 4

I agree to the terms and conditions as stated above

SIGNED_______________________________________________

If you are attending Day 2 please select which matersclasses you would like to attend

PAYMENT

I qualify for the Academic discounted fee

Please indicate how you wish to pay. Please note that payment
must be received before the start of the conference.

Enclosed is a cheque for £______________________

Please invoice me quoting PO Number____________

I wish to pay by credit/debit card

Card no

Expiry Date Valid from Date

Issue Number

Last 3 digits of security code

Cardholders Name____________________________________

Signature___________________________________________

Card billing address if different from above _________________

___________________________________________________

I wish to opt out of your mailing list

�

�

�

�

�

Please provide a cover letter

on your institutions headed paper

Cheques made payable to Perpetuity Conferences Ltd

N.B. Please note that we require a purchase order number before we can accept
you booking and issue an invoice

(if applicable)
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